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SECURITY

DIA PERSGNNEL SECURITY PROGRAM

Summary

This manual establishes DIA personnel security policy and is imended for the use of DIA manage-
ment and staff when personnet security matiers arisc, It is organized into five topical chapters: pol-

icy and responsibilities; security eligibility; processing requirements: adjudications and appeals;
. and miscellanecous actions, as mdlcated :n the mdr.x

1. Purpose:
a. To prescnbe pohcy. standards and procedurcs relatmg to: .

(1) The responsibilities for the management and conduct of personnel security ncnvu:es wuhm DIA

{2) Personne! security standards as they rclate to the employment/assignment/retention of civilian and mili-
tary personnel in DIA.

(3) The initiation, conduct and evaluation of personnel security investigations on DIA personnel.

(4) The criteria used by DIA for determining access cligibility 1o Sensitive Comparimented Information
(SCI) and collateral clearance eligibility for classified defense information,

b. This manual implements Director of Central Intelligence Directive (DCID) 114, “Personnel Security Stan-
dards and Procedures Govemning Eligibility for Access to Sensitive Compartmented Information™, applicable por-
tions of Department of Defense (DoD) Regulation 5200.2-R, “DoD Personnel Security Program™, and Dob
Directive 5105.21, “Defense Intelligence Agency™, which pertains to the Director, DIA's {DR's) responsibilities as
a Senior Official of the Intelligence Community (SOIC).

2. References: See Enclosure 1.

3. Applicability And Scope: This manual is the basic DIA regulatory document on personnel security and states
DIA personnel security policies, explains procedures and assigns responsibilities for SCI access and collateral
clearance proccssmg, investigations and determinations. Bt is applicable to:

a. All civilian and military personne! employed by. assngned to, or considered for employment by orass:,nmen! o DIA.
b. All contractor or consultant personnel, under contract to DIA. nominated for SCI access.

4. Supersession: This manual supersedes DIAR 50-8, “Personnel Security Program,” 2 October 1975, Because
changes are extensive, they are not so indicated.

5. Definitions: A glossary of definitions is provided as Enclosure 2.
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Chapter 1
POLICY AND RESPONSIBILITIES \

1. Personnel Security Policy:
a. General:

(1) No person is entitled to knowledge of, possession of, or access to classified defense information solely by
virtue of office, posilion. or security ciearance. Such information may be entrusted only to those individuals whose
official duties require such knowledge or possession (need-to-know) . and who havc been mvesugnted and cleared
for access in nccordance w:th appropnau: dlrectwes N

(2) SCK access or secunty cléarances issued pursuant to.tlus mamual indicate ihat the pé?sons conccmcd are
eligihle for access 1o the stated level of authorization, if their official duties so require.

{3) Clearance cligibility does not equate (o a need-to-know, which is determined only by the possessor of the
classified information and not by the prospective recipient. The necd-to-know principle is the most important per-
sonnel security pnm:lplc and must be strictly implemented within DIA.

b. Security Access/Clearance Standard:

(1) The standard against which al) SC access and security clearances are determined is whether. based on on afl
available information, the individual’s loyalty, stability, trustworthiness, reliability. clmractcr. judgmcn( and discre-

tion are such that the granting of SCI access or a secunity clearance is clearly consistent with the intérest of national
securiry.

(2) SCI access eligibility determinations further require that the protection of national security be paramount.
Any doubt concerning personnel having access to SCI is to be resolved in favor of national securnity. This threshold
is clearly less than that which is required to support a prosecution or disciplinary action. The goal of such a vigor-
cus standard is to create, to the extent possible, a risk free environment in which to safeguard SCL.

(3) The sole adjudicative criteria for SCl access is contained in DCID 1/14. Collateral clearance requirements
are contained in DoD Regulation 5200.2-R.

c.DIA Posmon Security Requlremcnt All DIA posmons are designated specml sensitive” and thus require SCI
eligibility. ' he

(1) DIA's mission and organization require that all employedfassigned personnel be SCI eligible.

(2) DIA personnel will be cleared through use of DD Form 1557, “Certificate of Clearance/Access™, only to
the access/clearance level actually reguired to allow them to perform the responsibilities of their position at the
time the DD Form 1557 is submitted.

2. Responsibilities:
a. Director (DR) : Under the provisions of DCID 1/14 and DoD 520).2-R the DR. or his designee, is the

Determination Authority on the determination of collateral clearance and SCI access eligibility and the final
Review Authority on the appeal of any denial or revoeation of clearance/SCI access action within DIA. The DR
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has designated the Chief of Staff as the final Review Authority and the Director, Office of Security and Counter-
intelligence as the DIA Determination Authority.

b. Chief of Staff (CS):

(1) As the designated final Review Authority personally reviews appeal cases and exercises histher discretion
on the continuance or reversal of denial or revocation of security clearance and SCI access eligibility actions wu.tun
DIA. These decisions arc final and not subject o further rev:cw

(2) Resolves any contested situations involving security limitations on overseas assignmeats.
¢. Heads of Centers, Directorates and Special Offices are responsible for:

(1) Acting for the DR in determining whether a specific DIA civilian position must be filled on an emergency
basis without awaiting completion of a favorable pre-appoimment Single Scope Background Investigation (SSB1)
Jn accordance with E.O. 10450. Such a determination must recognize and take into account the exceptional nature *
“"of the procedure and indicate an awareness of the nsks mhercm in hiring actions not preceded by a pm-nppomt-
ment SSBL [Sac Chapter 2 for dctmlcd reqmrcmcnts) .

" (2) Requcstlng an exception to DCID 1114 personncl socunty standards as may be rcqmrcd. or mvcsngallvc
standards when a compelling need exists for an individual to be granted SCI access. (See Chapier 2 for detailed
requirements),

(3) Justifying exceptions to security limitations on overseas assignments.

+31

d. The Director, Office for Security and Counterintelligence 0

responsible for:
(1) Managing the general parameters of the DIA Personnel Security Program. -

@ Serving as the Determination Authority for the granting, denial and revocation of all security clearances =
and SCI accesses within DIA and supported activities as necessary.

(3) Acting as the initial appeal review authority for clearance/SCl access denial and revocation appeals. -
(4) Approving DIA Personnel Security policy.

. The Chief, Central Clearance Facility Dwnsnon )%(34 is responsible for:

{1} Pianning, dlrecnng and controlling the operations of the DIA Personnel Security Program.
{2) Overseeing the preparation and implementation of DIA personnel security policy.

{3) Initiating, processing, monitoring, and evaluating personncl security mvcsugnuons (PSI's)- required for
DIA applicants, military nominces (where necessary) , current DIA members, to include forelgn service nationals,
and DIA contractors and consultants,

(4) Verifying U.S. Eiﬁzcnslﬁp of all civilian and consultant appointees where necessary using the documents
' spcciﬁcd in Enclosurc 3. DIS verifies U.S. citizenship during thc conduct of current background lnvesugauons

poscs docs not exist.

(5) Determining SCI access and collatesal clearance eligibility.
(b)(2)(b!
{6) Nonfymg)(S) 10 iof the security eligibility of personnel nominated for employment/assignment with DIA.

{7) Notifying major element Special Security Contact Officers (S8CQO’s) of SCI access and clearance eligibil-
ity authorized, changed, suspended or revoked pertaining to personnel of their organizational elements.
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8 Excrcising initial SCI access/clearance suspension authority.

e

f. The Director, Office for Human Resources Bj10

s responsible for:

(i) Admlmstcnng the civilian and military personnel management policy portion of the DIA Personnel Secu-
ity Program.

B
(2) Coordinating with(g)-4

in the determination of civilian/military suitability for DIA employment, assign-
ment or retention, )

{3) Monitoring the adequacy of the DIA Personnel Security Program from the standpoint of effective civilian
and miluary personnel administration.

(4) Coordinating the rcag gmcnl of military personnel retumed to their parent service for security reasons.
(5) Coordinating with 9 . in determining whether civilian removal action would be more nppropnalcly
taken on a suuablhty or security basis. -

DY), BIE)
_ (6) Notifying"* of all civilian hlnng actions (lo lnclude all full or pant-time ovcrsr.ns hmng acuons)
_and mlhlary ass:gnmcnt actions.

=3

U

) (7) Nonfymg jof all supplememtal employment nouﬁcauons (DIA Form 780, “Off Duty Employ-
“ment Record™) received from DIA members.

g Spemal Security Contact Officer {(SSCO) : DIA Element SSCO's are responsible for initiating DD Forms
1557 for SCI access eligibility determinations, cancellations of nominations for SCI access, and for the initiation of
debriefing of personnel when SCI access is no longer required, (Also see the section entitled SSCO Responsibili-
ties contained in the SSCO Handbook, reference u, Enclosure 1, for a complctc listing of duties).

h. Indnv:dual DIA Personnel: DIA personnel (io mclude DIA contraciors and consultants) are responsible for thc
following:

{1) Reporting to responsible security officials the personal information outlined in Enclosure 4.

{2) Using discretion and good judgment in recognizing and avoiding situations and behavior that could result
in their becoming ingligible for continued assignment to a position of trust and responsibility.

{3) Requesting security guidance from iwhen they have become involved in sitvations which they
believe, or which common sen Id indicate, might impact on their eligibility to maintain their SCI access or
security clearance eligibilitysiai ill provide guidance on possible courses of action available to the individ-

ual. Any doubt as (o the necessity of secking guidance sliou]d be resolved in favor of secking such guidance.

(4) Reporting promptly 1o their security officer or}; ny information which they believe may have a
bearing oo another individual’s loyally and suitability for access to classified information.

(3) Enforcing a strict *necd-to-know™ policy in any exchange involving classified information.
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Chapter2
SECURITY ELIGIBILITY FOR EMPLOYMENT/ASSIGNMENT/RETENTION

1. Security Requirements for Consideration of Employment or Assignment with DIA:

a. Secunty Preconditions: These preconditions apply to all persons employed by, or assigned to, DIA {except for
foreign service nationals employed everseas).

(1) The individual must be a U.S. citizen. The individval's immediate family shall also be citizens of the
United Stalr.s

(2) Indmdua!s holdmg dual cmzcnshlp ‘other than lhrough birth abroad to U.S. citizen pnrents and in partic- . .. .

-ular those dcmnng benefits from such foreign cmzmshlp. are gcncmlly ineligible for ass:gnmcnt or cmploymcnt -

with DIA.

(3) The members of the individual's lmmedmte family and persons to whom he or she is bound by affecuon
or obligation should neither be subject to physical, mental; or other forms of duress by a foreign power, nor advo-
cate the use of force or violence to overthrow the Government of the United States or the alieration of the form of
the Government of the United States by unconstitutional means.

{4) The individual shall be stable, trustworthy, reltable, of excellent character, judgment and discretion, afid- of
unquestioned loyalty o the United Siates. .

(5) Personnel who possess SCI access as the result of an exception to personne! security standards granted by -
another SOIC are ineligible for assignment or employment with DIA unless DIA revalidates the exception.

{6) An individual whose security clearancefaccess is under suspension by other clearance authorities is ineli-

. gible for assignment or employment with DIA pending resolution of the suspension action.

b. Investigative Requirements:

(1) A current SSBI must have been completed and favorably adjudicated before anyone can commence duty
with DIA. Investigations will be maintained in a current status during the individual's service with DIA. If a secu-

Tity acceptance determination was made on the basis of a prior § year scope BI. an SSB1 mus be.lnumted on the

individual as soon as practical.

(a) A current, existing security clearance/SCI access issued by another DoD component will be accepted
without requesting additional investigation or investigative files in the absence of derogatory information for indi-
vidnals nominated for DIA cmployment, assignment, or security access under a DIA contract. Defense Clearance
and Investigations Index (DCIlI) checks will be used to confirm the existing secunty clearance/SCI access. DCII
entries which are interim security determinations or those which are qualified in any respect will not be used as the
basis for making assignment, employment or contractsal security determinations. Individual files will be reviewed
in these instances.

(b) A current, existing security clearance/SCE access issued by 2 non-DoD Federal Agency may be
accepted by DIA provided that:

21
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There has been no break in Federal employment greater than 24 months since the investigations comple-
tion date; and,

Inquiry with the non-DoD Federal Agency reveals no reason why the clearance should not be aceepted; and,

A review of the pertinent investigation determines that the investigation meets DoD collateral or Director
of Central Intelligence (DCH) SCI investigative requirements as the case may be. Supplemental i investigation will
be requested when necessary to meet such requirements.

(c) The above processes are in addition to transfer-in-status procedures conducted through SSO's.

(d) A current personnel security history document (Personnel Security Questionnaire ~ PSQ) is required
before a final DIA security determination can be completed. This may consist of a pen-and-ink update of a prior PSQ
or similar such document or a constructive update of such a PSQ by use of a pre-ptinwd form or 2 memoranduim.

(¢) If a current background investigation does not exist or if more than a 2 year break in Federal Service -
thas occorred since completion of the investigation a new, pre-appointment investigation will be mmmed fornon- .
mnluary personnél whllc lhc nommatmg mnlnary service Wl" be rcquested lo mnumc nn SSBI

(2) Waiver of Prc-appomtmcnt SSBI or Bl than nppllcnms who are not the subject of a favorablc com-
pleted. current SSBI or BI may not be appointed to a DIA position pending completioh of an SSBI in “accordance
with E.O. 10450, unless a Head of Special Office or higher ranking individual has made a determination that a
delay in appointment would be harmful to the national interest. Such a determination. forwarded through the Office
for Human Resources ! must be based on the national interest: for example, cite regulatory
requirements, mission essential functioas or responsibilitics thal cannot be met. together with the. 1nd:cauon that
other personnel are not available to complete these requirements. This determination must recognize the inherent
risks of hiring actions not preceded by a pre~-appointment SSBL (This action cannot concun'cntly include a request
for an exception of DCID 1714 personnel security standards). In such instances the position may be filted upon the .
favorable completion of the following investigative checks:

{a) A review of individual’s current PSQ.
(b) A personal interview of the individua! conducted by an DIA Special Agent.

(c) Current National Agency Check (NAC) completed of all necessary agencies. if the indtvidual has had a
break in Federal Scrvicg exceeding 24 months or has not had a NAC completed during the preceding 5 years.

{d) Review of DIA Form 319, “Employment Interview Record.™

{e) For current or former Federal civilian employees. a check of security office records at the individual's
current or most recent federal employment or as otherwise determined by h

16))] DlS curtently vesifies U.S. citizenship during the conduct of SSBI's. If the individual's U. S cmzcnshnp
has not been verified and documented in available files the individual will be required 1o present acceptable docu-
mentary evidence of U.S. citizenship (Enclosure 3).

c. Employment/Assignment Security Acceptance: An offer of civilian employment or final acceptance of a mili-
tary nominee will not be made uatil an affirmative, written security acceptance by' -&ﬁ, 2 has been made 10 the
appropriate DIA personnel office. An affirmative security acceptance document is valid for 2 years from the date of

preparation.
2. Exceptions to SCI Eligibility Standards: .

a. General: Requests for an exception to DCID 1/14 personnel security standards or investigative standards may
be made when a compelling need (see Enclosure 2 for definition) exists for an individual to be granted SCI access.
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e lovalry and charucter stundards cannot be made. Requests for exception 10 standards will be

(1) SCI access granted as the result of an exception to investigative standards will be strictly controlled pend-
ing completion and favorable review of the required investigation.

(2) Requests for exceptions to SCI personnel security standards or investigative standards for DA person-
nel will be kept to the absolute minimum consistent with DIA mission requirements and good personnel security
‘practice. ’

3) Requests for exception to the J) £14 U.S. citizenship requirements for immediate family members

on the mfonnm:oﬁmmmned in the file, as to whether a risk to security would appear to exist by virtue of granting
SCI access. If no risk is apparent, SCI access wul! bc |ssued ona wawer basis w:th no funher acuon  required on the

this determmauon and requested to submita “compcllmg need lcucr pro\nclmg full _]BSLlﬁC-'.IﬂDI’I for lhc casc 1o be '
cons:dcrcd further,

-

(c) If the exception to citizenship standards involves a spouse then the information outlined in paragraphs
3d(1) (b). (c). (d). and (e}, Chapter 5 is to be submitied with the request.

b. Reguest Documentation: All requests for exceptions to standards must be submitied in writing to,;»f C
signed by a Head of Special Office or l'llghcr ranking individual and must document the following:

{1) The complctg identity of the individual in question.

{2) A justification for the element’s compelling need an.d any unique qualifications possessed by the individ-
ual concerned.

(3) An explanation as to why another properly cleared individual cannot be used {o perform the SCI related
duties required. pending resolution of the condition requiring the waiver.

(4) An explanition of the impact on mission accomplishment if the exception to standards is not granted.

(5) Any cther information which would assist in determining the risk to security involved in the requested

. cxccptmn to standards

{6) For requcsts involving an exception to mvcsngauvc slandards an indication whether thc lndlwdual will
voluntarily undergo a counterintelligence scope polygraph examination.

c. Special Situations:

(1} Requests for an exception to the U.S. citizenship standard involving a foreign cohabitant will generally
not be considered.

(2) Requests involving both an exception to U.S. citizenship standards and to DCID 1714 investigative stan-
dards will also generally not be considered.

-

{3) In cases where an individual has lived outside the U.S. for a substantial period of lime, requests for excep-
tions to investigative standards will not be considered.

23
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{4) Exceptions 10 standards granted by the Services for military personnel assagned to. this Agency will be
separately documented and evaluated by DIA. .

3. Continued SCI Access Eligibility: Continucd assignment/emplayment with DIA is predicated upon mainte-

. nance of SCI access eligibility.

a. Foreign Connections: Marriage to or cohabitation with a foreign national or other evidence of a close continu- .
ing relationship with a foreign national while an individual is assigned to or employed by DIA may be grounds for
action to terminate any existing SCI eligibility.

b. Other Personnel Security Standards: Failure to maintain the other personnel security standards enumerated in
DCID 1/14 may be grounds to revoke SCI access previously granted.

4. DIA Overseas Assignments:

a. Security Limitations on Overscas Assignmcnts-

(1) Security conicerns exist with Iong ter or consccutive overseas assignmients. U.S, mll:mry and civilian -
personnel assigned (o activities overseas are a target of foreign intelligence and secunty semces (FISS) FISS ..

-activities overseas, to includs efforts in third party countries, are not subject to the same comrol mmsum existing

in the United States. FISS activities may also be abetted by host country palicies or indifference and, asa mu!t. are
more aggressive than similar activities in the United States. Local foreign nationals. particularly those upon whom
us, pc:‘somlel are frequently dependent because of language barriers or local area knowledge may actively partic-
ipate in FISS assessment and recruitment efforts directed agalnst U.S. personnel. Excessive overseas tour lengths

allow FISS activities the benefit of extended periods of time in assessing any character flaw with the view to using
such mformauon to effect an intelligence recruitment.

—

{2) Personnel security investigations to update security clearances cannot be accomplished in most countries
due 1o host country restrictions. This Ieads to unacceptable gaps in investigative coverage or thc use of excessive
resources to effect required or md:rcct coverage.

o g ERTT RO Py T
) DIA: overseas” personncl assngnmcnts 5 will be™ hmtlcd to a maxlmum of years |n one post Overscas

o8 £
o L

i e
asslgnmentﬁ'tll not cxcecd six and onc half-ycars_ in Icngﬁl frum the commcncement date. of | “»f mmal ovcrsms
tour, Two years of scmcc in thc Umtcd Statcs w: gcnerally be requlred prior 10 forther ¢ overscas tours

{4) To prec!udc potcntlal conﬂ:cts of mnterest t'rom arising and to avoid subjecting individuals to coercion or -
inducements from host country intelligence services, DIA personnel who are naturalized citizens or whose spouses
arc foreign bom of non-U.S. citizen parents will not be assigned to their or their spouse's land of origin.

(5) Requests for exceptions to. the abov ‘_ : imi ions must be fully jusuﬁcd and will be signed by a_ Hcad of

Special Office or higher ranking ir
request. Non-concurrences bypsyio

b. Access to Classified Information by Spouses of Attaches:

(1) U.S. citizen spouses of Defense Attache System (DAS) personnel may be granted access to classified
information up to Secret on a strict need-to-know basis wi B access is considered necessary in the interests of
national security in the following situations and provided £ has issued an authorizing DD Form 1557 before

s

the fact: . fes

(a) Atlendance at certain courses of instruction at the Joint Military Inielligence College (JMIC).

(b) On station, in situations and c:rcumslances as determined by the Defense Auache (DATT) on a case-
by-case basts.




- of the form will be retained by the bricfing organization. A signed copy will be forwarded o |
. Upon transfer or a determination that access is no longer roqulrbd the
" tion of the SF 312 will be exccuted and the original will be forwmded I
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{2) Attache spouses possissing dual nationality or alien spouses wull not be granted access to classified infor-
mation by DIA.

G R ests for spousal access will be made in the attache nomination request, or by letter request initiated
by the D45 and shall include a curvent, complete {all items) DD Form 398, “Personnel Security Questionnaire
{PSQ) " for the spouse covering the previous 10 years. Upon completion of a properly scoped NAC and review of
l.hc msuhs a certificate of access will be issued subject to restrictions that state that access 10 classified information
d o the lcvel indicated and is accorded solcly for certain instruction at the JMIC or at the discretion of the

(4) Cited access does not constitute u security clearance and cannot be certified as such to other Federul
agencies or American Embassy offices.

(5) Prior to being granted initia) physical access to classified information the spouse will be briefed on why
classified access was granted and why and how such classified information is to be proiccied. The Spousc will then
be required to complete one copy of SF 312.“Classificd Information Nondisclosure Agreement.” The original copy

D bneﬁng Ack owledgment Sec-

5. Continuing Security Review Program: DIA is mpons:ble inder the prcw:snons of DCID /14 for conducung
a continuing review of the security backgrounds of all DIA SCI clearéd/eligible personnel, This review process
will begin upon nomination of an individual for assignment/employment to this Agency and will continue through-
out the term of the individual’s assignment or employment with DIA.
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Chapter 3
PERSONNEL SECURITY PROCESSING REQUIREMENTS

1. Personnel Security File Processing Policy:

a. Personnel security file processing will be accomplished on a first-in, first-out basis. Thig processing priority
ensures that delays in processing any individual security file are minimized. Requests to expedite particular cases
can disrupt the efficiency of the case processing cycle and extend overall case processing times for all requesters.

=1 1and signed by a Head of

Expedite requests will be honored only whenjustified in writing (ATTN: Chief,
Special Office or higher ranking official. Verbal requests will be accepicd under emergency conditions.

b. The total time required for security processing is a function of both sccurate and complete pljé_‘é;lra!ion and
prompt submission of security forms within DIA, and of file acquisition time or investigative turnaround times
which are generally beyond the control of DIA. (Historical DIS median SBI/SSBI complction times are refiected in

the attached eaclosure (Enclosure 5) and can be generally correlated to resources allocated).

¢. The requesting DIA element (and individual) submitting the security forms is responsib!c:'fgr' ensuring that
security documentation is accurate, complete, legible, and logically organized. Incomplete, 'illcgib!e, or poorly
organized security forms will be retumed without action to the individual/element concemed for reprocessing.

2. Personnel Security Processing Requirements: Specific processing requirements are contained in Enclosure 6.
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Chapter 4
ADJUDICATIONS AND APPEALS

1.Adjudication Policy:

The adjudication of personnel security investigations for the purpose of security determinations is a common sense
evaluation, on a case-by-casc basis, of all available information to ensure that the granting of an access or clearance
is clearly consistent with the interest of national security. An affirmative security adjudicative determination is a
judgmental finding that the individual is not now, nor is likely to become at a later date., an unacceptable security
. nisk. Applicable adjudicative cmena are outlined in DCID 1/14 and DoD 5200.2-R for SCl access and collateral
" clearances respecnvely oo o S

2. Adjudnmtlon Procexs

a. Security’ cases which meet time and scope requirements and o gre devoid of 51gn1ﬁcnnt derogalory lnformntlon
are reviewed by the adjudlcator of record who is authorized to render a clearance or access ellglblluy detcrmination
not subject to further review.

b. If significant security issue information is involved, the case is givena scquemml multi-step review by suc-
ceeding levels of authority. Consecutive agreement by any two succccdmg levels of the review process is sufficient
for a determination of an individual's eligibility for the requested clearnnce or aceess. Sustained recommendadhs
to deny or revoke a clearance/SCI access will be referred to the; ting as the DIA Determination Authority
for a determinative decision. o |

c. The succeeding levels of authority are as follows:
(1) Adjudicator of Record D))

f‘- ¢F :
‘33 A Judncauons andrtBﬁG-&B}
{ wi: PersownBl S conivy Caad
(3) Chief, Central Clearance Facility Division[Mai07oh

(4) Director, OffifRefg Security and Countcnnlclhgcncc ¢

3. Suspension of Security Clearance and/or Access:

a A suspenéion of clearance and/or access is warranted when based upon credible evidence there is reason to
believe that a serious guestion exists as to the individual’s ability or intent 10 protect classified information. A
suspension of clearance andfor access is an interim measure taken to protect national security while the facts of
the matter are resolved, generally through further investigation. A suspension is not an adverse secunty action
and is not appealable, A written notification briefly outlining the reason(s) for the suspension will be furnished
the individual.

b. The Chict 2 By 10

¢. Within the DAS, the DATT may exercise the anthority to suspend the clearance and/or SCI access for person-
nel within the ~r-«1»'?ﬂsub3cct to his jurisdiction.} ;will be notified by message in each such instance. The noti-
fication message will contain full justification for the suspension action and the DATT's recommendations

may suspend security clearances and/or SCI accesses for DIA personnel.

41
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concerning further action. The DATT will also prepare a notification of clearance/SCI access suspension letter
briefly outlining the reasons for the suspension and present the notification to the individual.

d. Every effort will be made to resolve a suspension as expeditious!
or access will not exceed 90 days without the personal review offs

ible. A suspensicn of clearance and/

4. Denial or Revocation of Clearance/Access:

a. Denial or revocation of clearance or access will be accomplished only after approval by the DIA Dectermina-
tion Authornity. Administrative duc process is afforded civilian permanent staff personnel and military assignees
and contractor p rsonnel,

a statement of “reasons forming the basis of such action, will be sent to the individual concemed. The letter will
advisc the individual concemed of his/her right to appeal the determination.

'SAppeals:- . . e

a. Appeals must be submitted within 45 ddys from the date of rccclpt of the stateme ol

should bc addressed 10 the Director, Officé for Security and Counter-intelligence o

b. thn appealing an adversc security determination, the individual should fully develop any f facts which would
explain or refute the information on which the adverse action is based. Any extenuating or mmgntmg circum-
stances which are to be considered by the appeal authority must be included in the written request. Requcsts for
extensions to Ihc stated time limits must be made in writing citing the necessaxy reasons. - :

dcny or revoke access is confirmed, the individual may, within 30 days of the recclpt of the noticé of conﬁrmauon, \
request a final review of the case by the Chief of Staff. the designated DIA Review Authomy This appeal should
be addressed to the Chief of Staff, DIA, thru the Director, Office of Security and Counterintelligence {ATTN:

d. The CS will review the case and will inform the individual of the decision. The decision of the CS, acting for
the Director, DIA, is final and not subject to further review.

1
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Chapter 5
OTHER PERSONNEL SECURITY MATTERS

L. Periodic Reinvestigations:

a. Initiation Date: Processing for Periodic Reinvestigations (PR s) will be initiated on the fifth anniversary date
of the most recent sccurity investigation for all DIA personnel. Each DIA member will be advised by memoran-
dum as 1o the necessary actions to 1ake {Enclosure 7). PSQ's will riot be abbreviated or annotated with “no
change” entries but will be completed in toto for the period of time since the date of the Jast PSQ.

b. Supervisor's Review: At the time updated sccurity forms are rcquc-sted for a PR, the indi\fiti'l_n_'él"s' Supervisor
will be solicited for security refated information required by DoD policy (Enclosure 8). oIl

. Forms Submission: Security forms arc to be completed and retiimed within 45 days of the date 'of tasking.
Failure 10 promptly complete and retum the forms necessitates follow-up action by security proccssing personncl
and adversely impacts the overall system processing times for all DIA clearances. In the cvent the security forms
are not completed within the 45 days suspense date or an extension has not been granted the requirement will be
tasked through the Automatic Tasking System (ATS). Failure to comply with the suspense date sp ecified by the
ATS will be the basis for initiation of suspension of the individuals clearance/SCI access byiBHELPIT DIA person-
nel are authorized duty time to complete the necessary security forms. ' :

2. Secu:j_ity Files:

a Gcncn‘:l: No person is entitied to review or will be permitted access (0 his/her own security file cxcept as pro-
vided for under the Privacy Act of 1974. All DA security files will be handled and stored in such a fashion so that
no DIA employee will have access to his/her own file or to files of friends, co-workers, or supervisors.

b. Storage: Files will be stored, when not in use, in an approved vault or safe equipped with a built-in three posi-
tion. dial type, combination lock.

c. Authorized Access: Personnel security files within DA are subject to review only upon approval o
and will remain at all times in personnel security channels. Files transmitted via personnel security channels will be
physically and administratively protected 10 preclude unauthorized access. :

3.Non-Official Foreign Contacts: . . . . C T

a. General: Guidance on cerain foreign contacts and reporting requirements is contained in DIAR 50-17. That
guidance should be read in conjunction with the following requirements.

b. Background: Non-official contacts between U.S. personnel, cleared for access 1o classified defense informa-
tion. and foreign nationals are a matter of security concern. Such contacts have been used in the past by FISS
worldwide to develop bonds of affection and obligation in an aticmpt to induce individuals lo commit espionage
against the U.S. Recent events have underscored the validity of the wraditional security concems regarding such
contacts,

Ll

¢. Reportable Siwuations:

e
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(1) The security implications which can be involved in close and continuing comacts or the establishment of
bonds of affection or obligation between DIA (including members of the DAS) and foreign personnel requires
prompt reporting and evaluation to determine whether a security threat to U.S. interests exists. The following situ-

ations arc required to be reported by the DIA persons involved and by DIA supervisors as soon as they become
aware of an existing situation involving a DIA member:

(2} Intent to marry a foreign national -

(b) Cohabitation with a foreign nﬁtional.

tc) Continuing intimate relationship with a foreign national.

{d) Establishment of boads of affection or abligation with foreign nationals. -

@ the DIA member is located in the U.S. the supervisor should report his/her knowledge of the facts in
i e Security Investigation Branch, will coordinate with the DIA member directly to
gbtain the ncccssary information. If the DIA member is located overseas. the DIA supervisor will have the individ- . -
ual involved complete the necessary documentation listed below as soon as the supervisor becoies aware of the -

. situation. Concunently, the overseas supervisor should request the local State Department Reglonal Security .- .
© . :Officer (RSO) to immediately conduct relevant checks of Embassy records and host country pohce and secumy e

files, to the extent possible, concerning both the forcign national and the DIA member, The DIA member will
nish the required documents to the supervisor for review and transmission tol 2k together with the r’wilt's of ;j
the RSO checks. (The DIA member will not be permitted access to the results of the RSO checks). Thé supervisor
should present his/her assessment of the situation together with any pertinent recommendations in the lmnsmltml
document. Timely reporting is critical. :

d. Inteat to Marry a Forcign National: DIA members who |ntend 10 marry a forel _
ten notification of d at least 120 days pnor o the expected date of mamage tay;
copy to .

(1) The following documentation is required:

(a) A current PSQ completed by the DIA member which covers the period of time from the date of histher
last submission of a PSQ to the current date. The date and place of any previous divorce must be recorded.

(b) A PSQ completed (in English) by the intended spouse from the date of his/her birth to the current date,
All requested information must be completed and all perieds of time accounied for.

{¢) A tabulated addendum to the intended spouse’s PSQ listing the full name of all living first degres rela-
tives {to include those listed on page 1 of the PSQ) , relationship, date of birth. place of birth, residential address,
occupation, identity and address of employer. Also required is a listing of the same information conccmmg any
friends or second degree relatives who are emplayed by any foreign government. (First degree relatives are imme-
diate family members; second degree relatives are relatives such as uncles, aunts, nephews, nieces, and cousins).

(d) A copy of the intended spouse’s birth centificate (or other evidence of current citizenship) together with
a certified English translation of the document.

(#) A signed and dated statement of the prospective spouse”s intention towards future U.S. citizenship.
(£} A letter completed by the DIA member which addresses the following outline:
The detailed circumstances under which the individual met his/her intended spouse.

The inclusive periods of association and the nature of their association prior to the decision to marry. The
projecied date of marriage.
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A listing of relatives of the intended spouse who have been met and the frequency and nature of contacts
with them, together with a statement of the DIA member's feelings of affection or obligation to members of his
intended spouse’s immediate family.

If the intended spouse and/or members of his/her immediate family are involved in political activities in

their native land, a description of the nature of their activity and political affiliation. If they are not politically
involved so indicate.

Whether the intended spouse or any of the spouse’s relatives have shown any interest in or have questioned
the DIA member covering histher duties or any classificd information he/she may have access to.

An acknowledgement by the DIA member that marmage te a foreign nationa! may adversely affect the
member’s current assignment and/or security clearance/access.

(g) Onc copy of any pre-marital investigation completed by the DIA military member's parent service or
RSO, to include the status of any action taken in accordance with the Joint Regulation, “Marriage in Overseas
Commands,” reference j, Enclosure 1. (Reporting should not be dclaycd while awaiting the results of this type
: mvcsngauon. Tt should be forwardcd scparatcly if it has not been completed as of the rcpomqg dalcj

gt g—"'

~{(h} A cornplete compellmg need" _]ustlﬁcatlon, if appropriate, for the reremioa of the DIA membcr on sta-
tion and/or in SCI status should be prepared in anticipation of the possible marriage 10 2 non-US citizeir. Stch coin-
pelling need “exception to standards” requests are 1o be submitted by the appropriate Head of Special
Office or lughcr ranking individual in accordance with paragraph 2, Chapter 2. )

(2) Notlﬂcatmn of the military member’s intent e marry a foreign national will be rnadc b ':: 10
ent service adjudlcanon authorities. This does not relieve a DIA military member of makmg any required reposts to
histher parent semce. | . —

tion of the DiA hemba on station effective as of the date of marriage.
e. Cohabitation/Continuing Intimare Rclauonshlp with a Foreign National:

DIA membcrs cohabiting or engaging in a continuing intimate relationship with a foreign national will furnish thc
documents in ed in paragraphs 3d (1) (a) . (b} . (¢} and (d) above. In addition, a transmittal memorandum addressed
ead of Special Office or higher level official outlining the following will also be submitted:

{1) The detailed circumstances under which the DIA member met the foreign national,

(2) The inclusive period of association, frequency of contact and the conditions under which contact has been
accomplished.

(3) Thc'cxacl nature of the association. | N TR
{4) The nature of and extent of any feelings of affection or obligation to the individual.

(5) Whether the foreign national has ever shown interest in or requested any information of a classified or
sensitive nature (0 include the specific nature of the DIA members duties.

f. Other Bonds of Affection or Obligation with a Forcign National:

DIA members who have established other bonds of affection or obligation with a foreign national will complete
a PSQ on the foreign national 1o the extent that he/she is knowledgeabie of the individual’s background without
soliciting further information from the forcign national in question and prepare a transmittal memorandum as out-
lined in paragraph 3¢ above.
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2. Acknowledgement of Repors: 2958424 }will acknowledge reports submitted in paragraphs 3d. 3e. and 3¢
above. If an acknowledgement is not received within 30 days resubmit the report.

4. Limited Access Authorizations:

a. Foreign nationals employed by DIA are not eligible for U.S. security clearances. When compelling reasons
exist that require foreign nationals to handle or process certain types of U.S. classified information, a Limited
Access Authorization (LAAY) is issued. LAA's are limited to the SECRET and CONFIDENTIAL Jevels only. ?@Tﬂ?}
is the sole authority within DIA 10 issue LAA’s. ——

b. Within DIA the need for foreign nationals to handie U.S, classified information will usually be found only in
the Defense Liaison Offices (DL's) and the Defense Attache Offices (DAO's) overseas, where agreements exist for
the exchange of certain defined classified information with a host government. Tn these limited instances DIA for-
eign national employces have been used 1o process or translate the exchanged material. Such individuals. as a

result, require a host country clearance for the level of host country material handled and an LAA for the level of
U. S class:ﬁod matcrial handled.

]
',.u .

. LAAs w1ll be granu:d only for access to U. S classxﬁcd mforrnauon specuﬁcnlly deslgnatcd as rclcasable 0.

- the host cotintry..All ather U.S." classified information will "be handled dnd processed exclusively "By property

cleared U.S. citizens. An LAA requires that a 10 year scope background investigation (Bl) be favorably oomplded
and that the individual agree to undergo a U.S. administered counterintelligence scope polygraph examination

prior to the issuance of an LAA. Periodic reinvestigations at five year intervals are required to maintain the LAA
current.

d. LAA procc;.ssing procedures are detailed in DIAM 100-1, reference t, Enclosure 1.
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GLOSSARY

Access:

a. The ability and opponnity to obtain knowledge of classified information. An individual, in fact, may have
access to classified information by being in a place where such information is kept, if the security measures that are
in force do not prevent him from gaining knowledge of such information. (DoD 5200.2-R).

b. The term used t
mented Information.}

Classified Information:

o0 denote
 Enaie

4 : . Al o.,

Official information or matcna! that requires protection in the interests of national security imdthnt is Elassified
for such purpose by appropriate classifying authority in accordance with the provisions of Exécuiive Order 13356.
(DoD 52002R) - R ' | Tom e
Com bélling Need:

The need of an organization to prevent failure or serious impairment of missions or operations that are in the
best interest of national security, (DoD $-5105.21-M-1) ) : :

—

Current Personnel Security Document:

A pcrsorinel security form completed within 12 months of the current date,

Current Personnel Security Investigation:

A personnel security investigation completed within five years of the current date. A break in'Federal Service
for more than 24 months during the five year period will j yalidate the currency of the investigation and require a
new or updated investigation. : :

Determination Authority:

security clearance and SCI access determinations: to
memorandum 6.692, dated 19 December 1993).

Immediate Family: - T AT

The individual designated by the Directo
.grant, deny and revoke. Within DIA this is :

Immediate family includes the individual’s spouse, parents, brothers, sisters, and children. Immediate family
members also include siep and foster parents (in loco parentis) : half, step and foster siblings: and adopted, step and
foster children, provided that a close relationship existed or exists as evidenced by a substantial petiod of common
residence. Cohabitants, with whom an intimate relationship is maintained. are also considered to be immediate
family members for the purposes of this regulation, ®.

Interim Security Clearance:

A security clearance based on the completion of minimum in\mstigntiv; requirements, which is granted on a
temporary basis, pending the completion of the full investigative requirements. {DoD 5200.2-R)

2-3 ENCLOSURE 2

which permits the individual 10 be exposed to Sensitive Compart-
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There has been no break in Federal employment greater than 24 months since the investigations cc;mpie.
tion date; and,

Inquiry with the non-DoD Federal Agency reveals no reason why the clearance should not be accepted; and.

A review of the pertinent investigation determines that the investigation meets DoD collateral or Director
of Central Inteltigence (DC1) SCI investigative requirements as the case may be. Supplemental investigation will
be requesied when necessary to meet such requirements.

{c) The above processes are in addition o transfer-in-status procedures conducted through SSO's.

(d) A current personnel security history document (Personnel Security Questionnairc - PSQ) is required
before a final DIA security determination can be completed. This may consist of a pen-and-ink update of a prior PSQ
or similar such document or a constructive update of such a PSQ by use of a pn:-pn‘nted form or 2 memorandum.

(e) If a current background investigation does not exist or if more than a 2 year break in Federal Sesvice
has occurred since completion of the investigation a new. pre-appointment investigation will be mmnted fornon- ..
m:lnary personnél whllc thc nommatmg m1lmry service w:!l be rcqustcd to mmate an SSBI :

fn i
(2) Waiver of Pm-appomtment SSBI or BI: than npplucants who are not the subject of a favorab!e com-
pleted, current SSBI or BI may not be ‘appointed to a DIA position peniding completion of an SSBI :ﬁ"accordancc '
with E.O. 10450, unless a Head of Special Office or higher ranking individual has made a determination that a
delay in appointment would be harmfyl to the national interest. Such a determination. forwarded thtough the Office
for Human Resources SCIOp s & ¥ must be based on the national interest: for example, cite regulatory
requirements, mission essential functions or responsibilities that cannot be met. together with the, mdu:auon that
other personncl are not available to complete these requirements. This determination must recognize the inherent
risks of hiring actions not preceded by a pre-appointment SSBL. (This action cannot concurrcndy include a requesi ™
for an exception of DCID 1/14 personnel security standards). In such instances the position may be filled upon the .
favorable completion of the following investigative checks:

{a) A review of individual’s current PSQ.
(b) A personal interview of the individual conducted by an DIA Special Agent.

(c) Current National Agency Check (NAC) completed of all necessary agencies. if the individual has had 2
break in Federal Scrvic!: cxceeding 24 months or has not had a NAC completed during the preceding S years.

{d) Review of DIA Form 319, “Employment Interview Record.™

{c) For current or former Federal civilian employees, a check of security office re
cugrent or most recent federal employment or as otherwise determined by.;_(

ords at the individual’s

) DIS currcntly verifies U.S. citizenship during the conduct of SSBI's. If the individual's U. S cmzcnsh:p
has not been verified and documented in available files the individual will be required to present acceptable docu-
mentary evidence of U S. citizenship (Enclosure 3).

c. Employment/Assignment Security Acceptance: An offer of civilian employmen, acceptance of a mili-
tary nominee will not be made until an affirmative, written security acceptance bygy: has been made to the

appropriate DIA personnel office. An affimmative security acceptance document is valid for 2 years from the date of
preparation. .

2. Exceptions to SCI Eligibility Standards: .

_or fina

a. General: Requests for an exception te DCID 1714 personnel security standards or investigative standards may
be made when a compelling need (see Enclosure 2 for definition) exists for an individual to be granted SCI access.
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“credit record checks; neighborhood, cmployment. listed and developed character 1
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Review Authority:

The individual designated by the Director. DIA to conduct final revie

s for appeals of denial or revocation of secu-
rity clearance/SCI access eligibitity. Within DIA this is CS. A2 memorandum 6,692, dated 19 December
1993).

Scope:

The time period to be covered and the sources of information to be contacted during the prescribed course of a PSI.
(DoD 5200.2-R)

Security Clearance;

A determination that a person is eligible under the standards of DoD 5200.2-R, for access to classified information.
(DoD 5200.2-R)

Sensitive Compartmented Information (SCI) :

Classified information conceming or derived from intelligence sources. methads, or analytical procmﬁ, that is
required to be handled exclus:yely wn hm fox_’mal acc_css control systems established by the Director of Central

LTS

Sensitive Compartmenied lnt‘ormatlon (SCI) Access Eligibility:

A determination that a person is cligible for access to SCI and concurrently for TOP SECRET mformauon under
the personnel security standards of DCID 114. DMRD 986 eliminated the requirement for a prior qualifving TOP -
SECRET security clearance as part of the consideration for SCI access effective | October 1993 %7_, S And.

Sensitive Position:

Any position so designated within the Department of Defense, the occupant of which could bring about, by virtue
of the nature of the position, a materially adverse effect on the national security, (DoD 5200.2-R) Also see Spcc:n!
Sensitive Position.

Significant Derogatory Information:

Information that could, in itself, justify an unfavorable administrative action, or prompt an adjudicater to seek
additional investigation or clarification. (DoD 5200.2-R)

Single Scope Background Investigation (SSBI):

A personnel security investigalion consisting of the following investigative requirements: NAC; spouse NAC
(SNAC) : subject interview; binth/citizenship checks: education, employment, local agcncy. pubi:c record and

plished within a 10 year scope. Replaced the Bl and SBI cffective 1 December 19911

Special Background Investigation (SBI):

A personnel sccurity investigation consisting of investigative requirements as prescribed in paragraph 4, Appendix
B. DoD 5200.2-R. The period of investigation for an SBI is the last 15 years or since the 18th birthday, whichever
is shorter, provided that the Jast 2 ful] years are covered and that no investigation will be conducted prior to an indi-
vidual’s 16th birthday. (DoD 5200.2-R)

Special Investigative Inquiry (SIH) :

A supplemental personnel security investigation of limited scope. conducted by the Defense Envestigative Service.
to prove or disapprove relevant allegations that have anisen conceming a person upon whom 3 personnel security
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determination has been previously made, and who, at the time of the allegation, holds a security clearance or other-
wise occupies a position thal requires a personnel sccurity determination under the provisions of DoD 5200.2-R.
(DD 5200-2.R)

Special Sensitive Position:

Includes any position which the head of the agency determines to be in a level higher than Critical-Sensitive
because of (1) the greater degree of damage that an individual by virtue of occupancy of the position, could effect
to the national security, or (2) special requirements conceming the position under authority other than E.Q. 10450
{e.g. DCID 1/14). (Chapter 732, Federal Personnel Manual and OSD memorandum 190/10534, 11 September
1990). All positions in DIA are special sensitive positions. -

Suspension of Access:

The temporary withdrawal of a person's cligibility for access to classified information when information becomes
Known that casts doul as to whether continued access is consistent with the best interests of national security.

. United States Citizén (Native Born): : A o o

A p'e'mon-'t'x.)m in one of the 50 Unites States, Puerto Rico, Guam, American Smm‘m1 Northem Mgrianﬁ Islands,
U.S. Virgin Islands; or Panama Canal Zone (if the father or mother {or both) was or is, a citizen of the United
States). (DoD 5200.2-R)
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Acceptable Documentary Evidence of U.S. Citizenship
(Extract of Appendix 8, DeD 5200.2-R).

{1) A birth certificate must be presented if the individual was born in the United States. To be acceptable, the
certificate must show that the birth record was filed shortly after birth and must be certified with the registrar’s sig-
nature and the raised, impressed, or multicolored seal of his office except for states or jurisdictions which, as a mat-
ter of policy, do not issue centificates with a raised or impressed seal. Uncertified copies of birth certificates are not
acceptable,

(a}A dclaycd birth cenificate (a record filed more than 1 year afier the date of birth) is acceptable provided
that it shows that the report of buth was supponed by acccptablc secondary evidence of bmh as dcscnbed in sub-.

. paragraph(b).below. .. . L sl N

A (b) If such primary ev:dcncc. is not obtamablc. a notice from the rcg:strar stnnng that no birth m:ord exists -
should be submitied. The notice shall be accompanicd by the best combination of secondary evidence obtainable.
Such evidence may include a baptismal certificate, a centificate of circumcision, a hospital birth record, affidavits of -
persons having personal knowledge of the facts of the birth, or other documentary evidence such as early census,
school, or family bible records, newspaper files, and insurance papers. Secondary evidence should havc been cre-
ated as close to the time of birth as possible.

(c} All documents submilted as evidence of birth in the United States shall be original or certified docu-
ments. Uncertified copies are not acceptable. ;

(2} A U.S. cenificate of naruralization shall be submitied if the individual claims U.S. citizenship by nammhmnon

(3) A centificate of citizenship issved by the Immigration and Naturalization Service (INS) shall be submitted
if citizenship was acquired by birth abroad to a 1).S, citizen parent or parents,

{4) A Repont of Birth Abroad of A Citizen of The United States of America (Form FS-2403} , A Centificate of
Birth (Form FS-545 or DS-1350) , or a Certificate of Citizenship is acceptable if citizenship was acquired by birth
abroad to a U.S. citizen parent or parents.

{5) A US. passpoit or one in which the individual was included will be accepted as proof of citizenship.”
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Personnel Security

Reporting Requirements

a. Any significant change in the personal status of DIA personnet is to be reported to)

(1) Legal name change: Submit a2 memorandum outlining the circumstances of the change together with a
copy of the legal decree.

(2) Change in Marital Status: Submit a memorandum listing indicated information:

(2) Marriage: Indicale name (if female, also indicate all prior married names and maiden name), and date
and place of mamiage. Identify the new spouse citing the following information: name, date and place of birth and
SSAN. Also, complctc one copy of DD Form-398-2, "National Agency Questionnaire: (NAQ) “{March 1990 edi-

" tion); ltems 110 8, 61 the spouse and submit it as an enclosure to the memorandum.” (U.S. citizen spouses complete
a DD Form 398-2.:Nen-U.S. citizen spouses or spouses-to-be must complete DD Form 398 - See paragraph 3d,
Chapter 5 for complete documentation required),

(b) Divorce: Submit 2 memorandum indicating name, name of former spouse, date and place of divorce,

{c) Cohabitation: Prepare a transmittal memorandum and attach one copy of DD Form 398-2 on the
cohabitant. Complete Items 110 8.

(3) Change in residence: Submit a memorandum listing old and new addresses and date of change.
(4} Adoption of a fareign national child.

{5) Marriagé or intended marmiage of immediate family member to a foreign national.

{6) Close and continuing association with foreign nationals.

(7) Supplemental Employment:  Complete DIA Form 780 "Off Duty Employment Record,” per DIAR 20-9
and submit through channcls tof s & : .

' ____b. The following information requires an interview. Contact
B3 and arrange for a personal interview:

{ 1) Wage gamishments, credit judgments, repossessions, tax liens or intentions to file for bankrupicy. Bring
all appropriate’ documentation to the interview.

{2) Adverse involvement with law enforcement agencies. Report any arrests other than minor traffic viola-
tions for which a'fine or forfeiture of $100 or less was imposed. Arrests for “driving under the influence™ or “driv-
ing while intoxicated” are not minor arrests. Arrests will be reported in a timely fashion {within 72 houvrs unless
compelling circumstances exist) and will not be delayed pending the conclusion of any judicial action. Bting any
documentation issued in conjunction with the reported action to the interview.,

{3) Any memtal health treatment or counseling.

c. The fellowing information requires reporting in accordance with the cited regulation:
(1) Foreign travel reporting (DIAR 50-11).
(2) Foreign comtact reporting (DIAR 50-17).

4
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DIS SBI/SSBI Median Completion Times
as of May 1995

170

160 //‘\/
140 ] v

120 :

Calendar Days . ]

LRl A N

FYes  rymp Fya2 FYs4 — 58

Fiseal Years sSBi
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Personnel Security

Processing Requirements

1. Security Nominations:

a Civilian Nomlnauons Applicants who meei DIA professional and technical employment standards witl be iden-

tified for security processing b Thn DIA Form 548, “Notification of Nomination (Civilian).” This includes

any individual being considered for DIA employment who cumently has a DIA issued SCI permanemt certification.

(1) The following documentation will be enclosed with the DIA Form 548

{a) One complese set (seven copies - one original and six reproduced c0p1es) of a cum:nt (yped DD Form_
398, “Personnel Security Questionnaire,” (March 1990 cdition), covering the past 10 years or'age 18 to date {lf the
mdmdua] is 20 ycars old or youngcr a m:mmum of 2 years covemgc onthe form i is requlrcd).‘, neiyt

(b) One complctod copy of a typed DD Form 398-2, “Nanonnl Agency Quesuonnmrc (NAQ). (March

1990 edition) for any spouse or cohabitant, and for cach foreign born immediate famlly member 18 years of age of
older. {ltems 1 to B).

(c) Two copies of FD-258, “FBI Fingerprint Card.” {(Fingerprinting can be accomplished by

IRSHIOHE) Building Manager - for contractors; most U.S. Governmient security offices; aqiby
most Iocal pohce stations). .

(d) One comp!ctcd copy of DIA Form 319, “Employment Interview Record "

(¢) One copy of all completed OPM 0puonal Forms 49, “ lnqu:ry for U.S. Govcmmcnt Use Only,”
received on the applicant.

(2) If the applicant has not been the subject of a current prior investigation which meets SCI access standards, an
SSBI will be initiated by bl ubsequent to a favorable pre-employment interview, if applicable. Upon compietion
of the investigation and 2 favorable security review, security acceptance correspondence wilt be forwarded to bl

b. Military Nominations: Milita
identificd for security processing tof

nominations that meet DIA professional and assignment standards WI" be
on DIA Form 23, “Notification of Nomination (Military),”

(1) Military Staff Nommauons

Military service mcmbcrs nommalod by their service for DIA smﬁ' duues muét l;c SCi chglble and the subjcl':l
of a current SB1 or SBI-PR completed no more than 5 years prior to their scheduled EOD date at DIA. The nomi-

nnlmg service, ‘upon tentative DIA acceptance of the nomination, will be requested to initiate any required investi-
AU NG

{2) Attache Nominations:

{a) Military.service members nominated by their service for attache or attache support dutics must be SC1
cligible and the subject of a current SBI or SB1-PR completed no more than 5 years prior to their scheduled arrival
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at DIA for trining (which may occur prior 10 the formal DIA EOD date). The nominating service, upon tetative

DIA acceptance of the nomination, will be requested 1o initiate any required investigation; to provide DIA (ATTN:
bY@ )0 USCla copy of the request document (DD Form 1879); and to refiect DIA as the action addressee in ltem 19

of 1h‘cwi)‘D Forms 1879 as indicated above,

(b) A complete current PSQ (and SBT Packet) will bu: fumished : lat the time the nomination is for-
I@}

. for a DIA assignment security determination. A complete, current, typed DD Form 398, for the
individual® s spouse, if any, covering the past 10 years or from age 18 to date is concurrently required.

i mﬂ Upon completion of a favorable securily review a security acceptance memorandum will be forwarded to
D.USC 424

¢. Contractor Nominees:

(1) DIA contractor nominees requiring SCI access. to include transfers in status. will be generally processed
as outlined in paragraph 2, Chapter 3. Volume [, DIAM 50-5. Nominees, however, no longer require a TS cleamnce
pnor to an SCI access determination in accordance wnh DMRD 986, reference ¢, Enclosure 1. :

(2) Upon favorable completion of a secunty rcwcw a DD Form 1557 authonzmg SCI acces;'s w:ll be lssued il

(3) The security files of DIA contractor employees requnnng access (o DIA collateral clcamncc matcnal are
not re\newed by DIA.S{ éﬁ verifies the Defense Industrial Security Office {DISCO) clearance lcvcl date of
clearance and investigation basis for DIA’s issuance of a DD Form 1557.

d. Consultant Nominees:

Consultant nominees will be processed in the same manner as DIA civilian nominations.
2. Veriﬁcation of 1).8, Citizenship: '

a. The DIS SSBI contains direct venﬁmtﬁx}t()él of U_S. citizenship..

b. Civilian Appointees and Consultants: ill verify the U.S. citizenship of civilian appointees and con-

sultants, when necessary, during pre-employ secunty processing or at EOD. Also see paragraph | b{2), Chap-
ter 2. Proof of U.S. citizenship will be made by viewing one of the listed documents in Enclosure 3.

c. Military Personnel: A basic assumption is made that the parent service verified U.S. citizenship upon the mil-

nary members entry o active duty and/or upon issuance of a prior security clearance so no fusther action by DIA
is indicated.

d. Contractor Personnel: The Defense Industrial Clearance Office {DISCQ) verifies the U.S. citizenship _of con-
tractors on DISCO Form 561, “Defense Industrial Personnel Security Verification™ in those cases where they have
already reviewed the DIS investigation. The NISPOM, reference i, Enclosure 1, also requires contractors to verify
U.S. citizenship and certify it to the clearance granting authority,

legal change of name, a copy of the court decree will alse be obtained and fumished

assignment nominations
{Sccurity acceplances are
valid for 2 years rom the date of the acceptance comespondence,

b. All security non-acceptance determinations will be made by the Chief.) or higher level authority, The
rcsponmblcgbi};(?’ clement will ensure that such individuals are not accepted for employment, or are diverted from
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a DIA assignment, prior to their arrival at DIA. Such individuals will not be security processed by
individual amves at DIA despite the diversion action.

4. Preparation of Security Forms:

a. Seéuriiy forms such as the PSQ are permanent documents which, during the course of time, must be repro-
duced numerous limes for use by investigating elements. investigation control offices, and adjudicative personnel.
Such forms along with investigative results are subsequently recorded on microfiche for storage and any eventual

future use. It is thereforc necessary to ensure that these documents are legibly completed and neatly organized to
permil efficient and effective use of PSI resources.

b. All security forms completed by DIA personnel will be rypewritten, logically and neatly organized, and com-
pleted in accordance with the instructions furnished for preparation of the security forms. The DD Form 398 and
DD Form 398-2 are contained in the Forms Engine module available 1o nearly all DIA elements. Maximum use
should be made of this capability. Occasionally, an applicant will not have access to a typewriter. In lhesc limited
situations security forms may be completed by printing the necessary information in black or blue-bla
logical, neat, and orgamzed fashzon Unacccptablc security forms will bc returned wuhout action by

c. Al DIA pcrsonncl w:ll be. afforded adequate duly umc if ncccssm‘y o completc requ:rea secunty forms

d. DD Form 398, datcd March 1990 or subscqucm current editions wiil be used by ] D!A personnel Edmons of
the DD Form 398 dated pnor to March 1990 will not be used

e. A current PSQ is required at the time an individual is nommatcd for assngnmcndcmployment_ All pcrsonncl
will subsequently update, by pen and ink changes, their last PSQ at the time of their entrance on duty at DIA. These
PSQ’s will be maintained current by constructwely updatmg them whenever any of the conditions listed i in Enclo-
sure 4 occur and on the occasion of any security interview conducted by DIA Special Agents,

——

f. Minor changes to PSQ's, other thar PSQ's required for PR updates, may be effected by pen and ink changes
on the most receat PSQ or via memorandum. All pertinent information required by the PSQ for thc changed item
should be fumished, and the PSQ or advisory memorandum will be signed and dated as of the submission date.

5. EOD Security Processing:

{a) All individuals not reflected as SCI eligible in the Defense Clearance and Investigations Index (DCH) will be
subject to EQOD security processing which will include:

{1} A review of the individual’s secunty forms, update of information and signature of forms.
(2) A personal interview.

(3} If mlhtary. a review of military medical and personnel files, if available.

(b) GcncmllFlag officers and civilian equivalents are generally exempled from the interview rcqulrcmcm. They

will be requested to update their PSQ's by making appropnate pen and ink changes on the most recent PSQ and re-
dating and re-signing the form.

6. Pre-employment or EOD Security Screening Interviews:

This is a type of personal intesview conducted by a DIA special agent to review an individual’s security back-
ground. DIA pre-employment or EOD interviews meet the DoD criteria for pre-SSBI interviews. These interviews
are conducted to make a determination, on the basis of available evidence, as w whether the individual clearly does
not meet DCID 1/14 standards without the necessity of further investigatiqn, Individuals who clearly do not meet
DCID /14 standards will not be further processed. The results of DIA pre-employment or EQD interviews will be
submitied to the Defense Investigative Service if an SSBI1 is concurrently required.
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7. Military Medical/Personnel File Reviews:

Individual military medical and personnel files should be made available by A :for review by DIA Sﬁccual
Agents for all military personnel scheduled for a security interview on their EOD-date. EOD security processing
cannot be properly completed without these file reviews.

8. FBI-ID Checks:

An FBI-1D technical fingerprint check may be completed as a *name check only” because of unclassifiable fin-
gerprints. DIA will make a second attempt to obtain a valid technical fingerprint check in all such cascs, by submit-
ting a second set of fingerprint cards, Issuance of required access or clearance will not be delayed because of the
second FBI-1D Check. Should the second attempt also result in unclassifiable fingerprints, no further attempts will
be made to obtain a current check. DoD policy does not require additional fingerprint checks once a classifiable set
of print is on file with the FBI.

9, On-Station Checks:

* a. The assignment of DIA personnet in Embassies located aroand the world, many in countries which have

_ vestrictions on _U.S. investigative activities, has created problems in updating personnel security iiivestigations.

DIA has’ developed a system, referred to as “on-station checks", to al!ewatc part of the problem caused by the

physical dispersion of DIA personnel and local foreign restrictions on U.S. investigative activitics. When fces-

sary, the appropriate Defense Attache (DATT) is requested to appoint a senior individual to conduct a minimum of

three interviews of co-workers and supervisors, and checks of available records concerning the loyalty and charac-
ter of the individual whose background requires updating,

b. Adverse information developed by these activities or records checks will not be used as a basis for an adverse
security action, nor are copies of such interviews or checks releasable outside of DIA. Should any such interview or—
records checks develop adverse security information, appropriate follow-up investigation by DIA Special Agents
will be conducted to include a re-interview or recheck of the original scurce(s) of any such information. The results
of the lauer interviews or records checks may be used as the basis for an adverse security determination.

10. Classified Information Non.Disclosure Agreement:

All military and civilian personnel, consultants and other personnel who by association with DIA are cleared for

access, or are granted a Limited Access Authorization (LAA), to classified collateral informatioa are required, as a

condition of such access, to execute a Standard Form (SF) 312, “Classified Information Non-Disclosure Agree-

g ment.” This will be done prior to any such access and upon completion of EOD security processing. if applicable.

and a collateral security briefing. Upon termination of access to classified information all such individoals, to

include individuals granted an LAA, will complete the Security Debriefing Acknowledgement contained on the

back side of the SE 312, All SF 312's will be filed in the individual’s security file. This requirement is in" addition to

the requirement for completion of DD Form 1847-1, “Sensitive Compartmented Information Non-disclosure
Agreement {NDA),” part of the SCI indocirination program as outlined in Paragraph 5, Chapter 5, DIAM 50-1.
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UNITED STATES GOVERNMENT

memorandum

F?}(?}.(b)@)ﬂ BUSC 424

AREFLY TO
ATTHOF:

sumsecr: Periodic Reinvestigation

1. A review of personnel security files reveals that your
background investigation regquires a 5-year periodic
reinvestigation (PR} update. The enclosed security forms must
be completed to cover the period from to
the present.

2. To accomplxsh the PR the Defense Investzgatzve Serv:ce o :
requires completion of -the following forms: R ;1&; R

v

a. DD Form 398. One TYPED original and six copies.
Original form must be signed before copying. Reproduced
copies should be single page copies (vice back-to-back .
copies). BAuthority for Release of Information and Records
(page 2 of DD Form 398) must be completed and signed. In
accordance with a decision by - the US Court of Appeals, items

23.a. and 23.c. page &, must not be answered and must remain
blank.

-b. DD Form 398-2., PLEASE NOTE:' This form is to be used-
only if there has been a change in your marital status since
the date of your last investigation, or for a fiancee or a
cohabitee., One TYPED and one copy - completing items 1
through 8 only.

c. DD Form 258 (Fingerprint Cards) are required only if
included with the packet.

3. PLEASE NOTE: DD Forms 398 and 398-2 are now in the DIA
LANS Form Engipe. You are encouraged to use the forms engine
for completion of the forms. However, because of the original
signature requirements on the first copy, including the
Authority for Release of Information and Records page, the
forms cannot be electronically transmitted to{Bi2 - If you
do' not use the hard copy forms that are forwarded with this
memo, please return them with your completed FR packet to
for reuse.

QFTIONAL FORM MO, 19
INEV. 1-88)

GRA FFEMA N CFRE101-10.8
f At I
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4. A 45-day, automatic tracking suspense has been levied on
this regquirement. F YOUR P ARE NOT S TTED WITHIN
THE 35-DAY SUSPENSE QR AN EXTENSION HAS NQT BEEN GRANTED, THE
ER_REQUIREMENT WILL BE QOFFICIALLY TASKED THROUGH THE AUTOMATIC

TASKING SYSTEM. Questions and/or requests for extens;ons ma
PR Case Officer, =

12
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UNITED STATES GOVERNMENT

memorandum

REFLY YO
ATTHOF ;|

(B2 B3) 70 USC
f2d - T

SUBIECTY:

O

Periodic Reinvestigation

Supervisor of

1. The above-pamed individual is scheduled for a routine
Periodic Reinvestigation (PR}). Department of Defense policy
now requires supervisory input prior to initiation of this
investigation. 1In this regard, please complete the attached
form and t it 3 sealed ithin two weeks to \
LD I0 UST 4 | Problem areas :
nat are reportable on the form include, but axe not limited ;.-
to, alcchol abuse, finmancial difficulties, unfavorable L :
involvement with law enforcement agencies, mental/emotional i i . .
problems, foreign contacts, and improper use of drugs. ‘Itis -
also possible that representatives of the Defense e
Investigative Service may contact you in person during the -
course of the PR as an employment reference or asg follow-up ' .
to information provided by you on the form. v

2. Appropriate PR forms have been forwarded :
named individual for complation and return tol®

3. Supervisors play a vital role in maintaining the security
integrity of this Agency by remaining alert to potential
Security problems and promptly reporting them. We all work
bard to support the Agency's misslon and none of us can
afford to see our efforts compromised through unreported
security vulnerabilities. Your cooperation in the PR pProgram
is appreciated.

OF TIONAL FORM MO, 19
AmEY. 1)

GSAFFMR 4V CEN) ML
W0I0-Ha
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